WAVERLEY BOROUGH COUNCIL


Guide for Staff


PROTECTING PERSONAL DATA





Virtually every employee of Waverley is affected by the Data Protection Act 1998.  Whilst the subject of data protection used to be concerned under the 1984 Act with personal data stored and processed on computers, it is now concerned with personal data on paper/manual records as well.  If you have any involvement with personal data, no matter how it is stored or used, then you must be very careful to whom you disclose the information.  If you disclose the information, even accidentally, to the wrong person then you could be held personally liable under the Data Protection Act.





Data protection legislation is there to safeguard the interests of the individual, and this includes you.  If you have a problem understanding why legislation imposes restrictions, then think how you would feel if it was data about yourself that was being discussed!





Below is a summary of the 1998 Data Protection Act and how it affects all of us.  If you have a query on Data Protection either now or in the future you should contact either Waverley’s Data Protection Officer, who is the Audit Manager, Mark Hill, on extension 3240, or the Deputy Data Protection Officer, who is the Senior Auditor IT, Peter Driscoll, on extension 3477.





What Data Protection covers





A person or organisation holding and/or using personal data has to meet certain responsibilities and liabilities under the Act.  In brief these include:





notification to the Information Commissioner of the type of personal data held, why it is held and used and the sources of the data and descriptions of the persons or organisations to whom the data may be provided;





compliance with the eight Data Protection Principles;





providing access to people to data concerning them;





responding to and complying with requests from individuals that their data be not processed or be processed manually (under relevant circumstances);





ensuring all personal data is held and stored securely.





Breach of legal requirements can be a matter of personal liability rather than corporate, so it is important that everyone knows about and understands what is required.





Terminology


The Act uses its own terminology, of which it is necessary to understand the main phrases:





Data Controller:	this is the person or organisation controlling the contents and use of data and the purpose for which it is held.





Data Processor:	this is a person/organisation who processes data on behalf of the data controller.  Thus, if we are sending data to someone else to process something e.g. a consultant or contractor, this relates to them.  In such instances, as Waverley would retain legal responsibility, it would be essential that to ensure that the data processor is conversant with and abiding by the Act.





Personal Data:	is information held about living, identifiable individuals, including expressions of opinion about them.  This includes printed output from a computer hand�written, pieces of paper, images of documents (Document image Processing) and anything else that contains personal information.





Data Subjects:	these are individuals about whom information is held.  They have statutory rights, which are covered later in this guidance note.





Notification:		this term replaces the old “registration”, and refers to the scheme whereby data controllers have to notify the Information Commissioner of the data they hold, the purposes for which it is held and used, the sources of the data and the persons or organisations to whom it may be supplied.





Processing:		this refers not only to running programs or using data to make decisions, but also tidying/cleaning, organising, deleting or adapting data, and its dissemination.





Relevant filing system:	this refers to manual filing systems.  The definition in the Act is “any set of information relating to individuals to the extent that, although the information is not processed by means of equipment operating automatically in response to instructions given for that purpose, the set is structured, either by reference to individuals or by reference to criteria relating to individuals, in such a way that specific information relating to a particular individual is readily accessible”.





Manual records (“relevant filing system”)





The Act has extended Data Protection to data which is recorded as part of a “relevant filing system”, as defined in the above paragraph.  There is clearly scope for interpretation as to what is or is not a “relevant filing system”, and therefore all such systems are best treated as if they would be captured by the Act.





It could be therefore that quite apart from the significant filing systems that are operated by the Council such as housing benefit files, tenancy files etc., small card index systems would also be captured (such as may form the basis of a mailing list).





Reference and organisation of such a system could be by way of:





name;


narrative address;


post code;


reference number;


any other form of marker which may identify an individual.





Care must be taken in that all manual records may be accessed by data subjects.  This includes unofficial filing systems e.g. in your desk drawer, and secondary files e.g. which are held locally but form part of a larger system.





Principles of Data Protection





The Data Protection Act 1998 is “an Act to make new provision for the regulation of the processing of information relating to individuals, including the obtaining, holding, use or disclosure of such information”.  Now that it concerns manually processed data, it satisfies the EU Data Protection Directive.





As before, data protection is governed by eight principles, which have been revised from the 1984 Act and now read as follows:





1.	Personal data shall be processed fairly and lawfully and, in particular, shall not be processed unless at least one of the conditions in Schedule 2 is met (see over) in the case of sensitive personal data, at least one of the conditions in Schedule 3 is also met (see over).





2.	Personal data shall be obtained only for one or more specified and lawful purposes, and shall not be further processed in any manner incompatible with that purpose or those purposes.





3.	Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which they are processed.





4.	Personal data shall be accurate and, where necessary, kept up to date.





5.	Personal data processed for any purpose or purposes shall not be kept longer than is necessary for that purpose or those purposes.





6.	Personal data shall be processed in accordance with the rights of data subjects under this Act.





7.	Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data.





8.	Personal data shall not be transferred to a country or territory outside the European Economic Area unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data.





Conditions





The first Data Protection Principle (see above) requires that a data controller must meet one or more of the following conditions before any data can be held and processed:





Schedule 2 conditions (the general conditions)





Processing may not take place unless one of the following criteria are met:





with the consent of the individual;





to perform a contract with the individual;





under a legal obligation;





to protect the vital interests of the individual;





to carry out public functions;





to pursue the legitimate interests of the data controller unless prejudicial to the interests of the individual.





Schedule 3 conditions (“sensitive data”)





The Act introduces a new category of “sensitive data” which includes the following information relating to the data subject:





racial or ethnic origin;





political opinions;





religious beliefs or similar;





membership of trades unions;





condition of mental or physical health;





sexual life;





commission or alleged commission of any offence;





court proceedings for any offence committed or alleged , result of proceedings and any sentence received.





In order to hold and process sensitive data, one or more Schedule 3 conditions must be met which are:





with the explicit consent of the individual;





under a legal obligation in the context of employment;





to protect the vital interests of the individual where consent cannot be given or withheld;





by certain non�profit bodies about their members;





where the information has been made public;





in legal proceedings;





to carry out certain public functions;





for medical purposes.





What rights do individuals have?





An individual data subject is entitled, on making a written request, to be supplied with a copy of any personal data held about him or her.  Such a request must be addressed to the Data Protection Officer and must be responded to within 40 days.  A £10 fee is levied by statute.  Of course, this procedure does not prevent Waverley Departments from disclosing information held about an individual to that individual if this is considered appropriate, but before doing so, employees should check with their manager.





This right was present under the 1984 Act, but new rights have been added in the 1998 Act:





data subjects are entitled to be told that data concerning them is being processed, a description of the sources (but care is needed here if the enquiry is potentially vexatious and it would be prudent to safeguard the names of individual persons), a description of the data, the purposes for which it is held and a description of those to whom it may be disclosed;





the right to prevent processing which is likely to cause distress or damage.  This will not though apply if the Council has complied with one of the conditions for processing (established by the first principle);





the right to prevent processing for direct marketing purposes.  This would not affect Waverley in normal circumstances as this is not the nature of our business;





the right to have manual intervention in processing.  If decisions are made entirely by automated processing, a data subject may ask that there be manual intervention.  An example might be the determination and notification of an application for a means-tested service, where the notification is sent without anyone reading the output;





the right to rectification, blocking, erasure and destruction.  The data subject may, through the courts, apply to have inaccuracies corrected.  This may lead to the data controller having to perform one or more of these tasks.  The Courts may decide that a data controller should notify any recipients of its data of the errors and inaccuracies;





requests for assessment.  Any person may ask the Information Commissioner to confirm that any processing of personal data is being carried out in accordance with the Act.  The Commissioner must then investigate and report, and enforcement action could result.





There is also a right to compensation.  The Courts would have to decide upon the facts and the circumstances under which the data subject’s rights had been infringed or there had been a contravention of the law.





When may personal data be disclosed?





Under the Data Protection Act, personal data may be disclosed if either:





(a)	the person to whom the disclosure is made is described in the disclosures section of the Council’s notification, or





(b)	the disclosure is covered by one of the “non-disclosure exemptions”.  These include disclosures made by law or made with the data subjects consent.





The Disclosures within the Council’s notification entry is drawn up in very broad terms and it may not always be desirable to disclose information automatically even if it is allowed under the Data Protection Act.  Matters become more complicated when requests are received from organisations in fulfilment of their statutory functions or under an “enabling” piece of legislation.  Some examples are:





fulfilment of a statutory function:  regular requests for information are received from the Audit Commission (prevention and detection of fraud) and the Inland Revenue (tax collection and assessment);





enabling legislation:  the Council is allowed to request and provide information under the Crime and Disorder Act 





There are two specific agreements which have been entered into by Waverley in respect of enabling legislation.  These are:





Safer estates agreement:  entered into under housing legislation, it allows the exchange of information regarding the Council’s tenants with the police.





Surrey Exchange of Information Protocol:  this operates under the Crime and Disorder Act and allows exchange of information on a wide variety of issues between public bodies operating within Surrey including the police, health authorities and other local authorities.





Whereas previously, departments were encouraged to draw up their own guide-lines about disclosures, these recent developments bring about new considerations and a consistent approach is now required.  Both these agreements contain very precise procedures on how requests for information are to be made and answered, and they also contain the names of nominated officers who the only people who may deal with requests.  





Another note of caution:  people have been known to gain access to information under false pretences.





Therefore if there are any requests received, it is requested that any uncertainties should be referred to the Data Protection Officer/Deputy Data Protection Officer for guidance.





Transitional provisions





There were some major exemptions given for a three year period, terminating on the 23rd October 2001.





A secondary exemption period will run until 2007.  This applies only to manual data.  However, it is best to assume that all manual records are subject to the full scope of the Act.





People have the right to see any data we hold about them.  So, make sure you are able to spot a request for access and that your files do not contain anything which cannot be substantiated or is inaccurate.





If you are involved in any Data Protection matters and are unsure about what you should do, don’t worry just contact:





CONTACT OFFICER:





Name:		Peter Driscoll		Telephone:	01483 523477


							E-mail:  pdriscoll@waverley.gov.uk











ips/policy documents - current/data protection staff guidance


